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[bookmark: _Toc135085708]Purpose of this document 
This document is intended for applicants for a prior authorisation or regularisation on 5G security. 

It contains information on the various steps followed in the context of this authorisation application. 

1. It also addresses a series of questions raised in the context of the consultation on this document and its annexes. 

This authorisation must be requested pursuant to Article 105, § 1, of the Act of 13 June 2005 on electronic communications (hereafter the “Act on electronic communications”) and the Royal Decree of 16/04/2023 on the ministerial authorisation for the deployment of a 5G network (hereafter the “RD authorisation”).
[bookmark: _Toc132804586][bookmark: _Toc135085709]Network elements out of the scope of the RD authorisation 

2. Question from an operator: 
“We suppose this Royal Decree does not apply to a number of network elements which are not explicitly mentioned in the Royal Decree since they do not carry 5G traffic. 
More specifically, this concerns (1) the PKI server (encryption key distribution server) and (2) the synchronisation network with the reference time clocks. Can the BIPT confirm these network elements fall out of the scope of the RDs concerned?”

3. The BIPT’s answer is the following. 

4. Article 1, 3°, of the RD authorisation defines the “parts of a 5G network” as follows: “the radio access network, the transport network and the central part of the network; these three parts include all of the 5G network elements and each 5G network element belongs to only one of those parts”. (Free translation) 

5. It appears that the intention of the RD was that these 3 parts should include all the elements of a 5G network, i.e. all the elements that are necessary for the operation of this network. 

6. The PKI server (encryption key distribution server) meets the criteria referred to in Article 1, 11°, g), i) and k) of RD authorisation: 
	g) the security systems, including the corresponding automation and support systems, notably firewalls, intrusion prevention systems (IPS), and intrusion detection systems (IDS);

	

	h) the network equipment (switches and routers) interconnecting equipment of the central part of the network;

	

	i) the elements used for the management, configuration and monitoring of the elements of the central part of the network;

	

	j) all elements used to intercept communication content, in order to comply with a request from judicial authorities, or intelligence or security services;

	

	k) any other system using signalling, configuration or management data provided that it can modify the configuration of other elements of the central part of the network;


7. The synchronisation network may fall within Article 1, 4°, b), and 7°, b), of RD authorisation:  
	4° “radio access network”: the part of a 5G network including the elements meeting at least one of the following criteria:

	

	a) [bookmark: _Hlk48309319]all of the elements of a base station;

	

	b) the elements used for the implementation, management, configuration or supervision of a base station;



	7° “transport network”: the part of a 5G network consisting of the backbone and the backhaul and including the elements meeting at least one of the following criteria:

	

	a) the elements ensuring the transmission of the signals between the radio access network and the elements of the central part of the network, between the various radio access network sites or between the various elements of the central part of the network; 

	

	b) the elements used for the implementation, management, configuration or supervision of the transport network elements;



8. Synchronisation appears to play an increasing role when it comes to 5G network radios[footnoteRef:1]. [1:  https://www.ericsson.com/en/reports-and-papers/ericsson-technology-review/articles/5g-synchronization-requirements-and-solutions; https://forum.huawei.com/enterprise/en/topic-discussion-5g-synchronization-solution/thread/1042990-100305?from=latestPostsReplies; https://www.nokia.com/blog/timing-and-synchronization-options-to-support-5g/.
] 

1. [bookmark: _Toc132804587][bookmark: _Toc135085710]Mobile private networks

	Question from operator X 
	 Answer from the BIPT 

	Operator X is a mobile private network provider and should apply for authorisation according to the law. 
The consultation does not mention any specific reference to the authorisation of mobile private networks (MPNs) nor does it mention the case where MPN components are installed and/or managed by several parties (e.g. the MNO together with an undertaking or an institution).
	

	5.1. Can the BIPT clarify whether specific information is required for the regularisation as an MPN provider?
	Specific information does not need to be added to the file submitted to the BIPT. 

	5.2. Operator X does not know which of its MPN clients are subject to the NIS regulation. In principle, operator X shall apply for a general authorisation as an MPN provider independently of the customers using its MPN services. How then can it be determined whether operator X will have to apply for an authorisation or a regularisation for a mobile private network it operates for a customer subject to the NIS regulation?


	As an MNO, operator X shall indeed apply for a general authorisation as an MPN provider, independently of the customer using the MPN services.

If another undertaking than the operator offers this MPN from a legal point of view, this undertaking shall apply for a ministerial authorisation if: 
· it has been designated as an operator of critical infrastructures within the meaning of the Act of 1 July 2011 on the security and protection of critical infrastructures, provided that elements of the private 5G network are used in one of these critical infrastructures; or 
· it has been designated as an operator of essential services within the meaning of the Act of 7 April 2019 laying down a framework for the security of network and information systems of general interest for public safety, provided that the provision of an essential service makes use of the private 5G network (see Article 1, 15°, b) and c), of the RD authorisation).  

The BIPT will identify these companies by collaborating with the sectoral authorities referred to in the above-mentioned acts. However, it cannot be excluded that at some point, the BIPT will request information from the operators.

	5.3 We would like to draw the attention of the BIPT on the fact that hybrid forms of private mobile networks also exist. (= mobile private networks including components installed and/or managed by several parties (e.g. the MNO together with an undertaking or an institution)). Who then is considered by the BIPT as the mobile private network provider?
	The undertaking that shall have to apply for the authorisation for a specific MPN is the one providing the MPN from a legal point of view, meaning the undertaking legally responsible for the provision of the network or service.



[bookmark: _Toc135085711]Consultation of the list of sensitive areas 
A list of sensitive areas is mentioned in: 
a. Article 105, §§ 4 and 7, of the Act on electronic communications; and 
b. Article 6, § 2, and Article 7, § 1, of the RD authorisation. 

This list is in the annex to the Royal Decree of 23 October 2022 on sensitive areas within the framework of the Act of 17 February 2022 introducing additional security measures for the provision of mobile 5G services. This annex is confidential.

An MNO with a 5G network in Belgium or planning to have one in Belgium, may ask the BIPT to consult the list of sensitive areas by sending an e-mail to net.sec@ibpt.be. The BIPT will check whether the request is justified (request by an MNO which must submit or already has submitted an authorisation application). 
[bookmark: _Toc135085712]Deadlines 
Article 105, § 6, of the Act on electronic communications and Article 12 of the Royal Decree on the ministerial authorisation lay down the following: 
· Within a period of 3 months, “starting from the submission of the application, the applicant shall receive the decision of the ministers granting the authorisation or the draft decision in which they refuse to grant the authorisation or attach conditions to it”; 
· “In the event of a hearing or written observations by the applicant [...], the ministers shall take their decision at the latest within [a period of 2 months], starting from the receipt of the written observations or the date of the hearing, whichever is the later”;  
· “The request for information or documents [...] shall suspend the deadlines set out [above], until the day on which the information or documents requested are provided”;
· “The absence of a decision or draft decision [...] within the period referred to in the [first or second indent] shall be equivalent to a refusal.” (Free translation)
[bookmark: _Toc135085713]Submission of the file by the applicant
[bookmark: _Toc127173118][bookmark: _Toc135085714]Documents provided by the BIPT 
The BIPT provides the following documents to facilitate the submission to the BIPT of an authorisation application: 

	Part 
	Subject 
	Template 
	Document with the explanations 

	1
	Letter to be sent to the BIPT to apply for an authorisation 
	No
	Yes  

	2
	Inventory of the annexes to this letter
	Yes
	Yes

	3
	Contact details of the points of contact of the applicant 
	Yes 
	No 

	4
	Characteristics of the network elements subject to the application 
	Yes (network element sheet) 
	Yes 

	5
	Information on the providers 
	Yes (provider sheet)
	Yes 


The file to be provided to the BIPT: 
c. shall include at least parts 1 to 5 duly completed; due to the formal nature of the application, the applicant is invited to fill parts 1 and 2 in French, Dutch or German;  
d. may include additional documents, technical explanations which may be written in English; 
e. shall not include the explanation documents (last column of the table) unless these explanations are included in the template.  

[bookmark: _Toc127173119][bookmark: _Toc135085715]Subject of the application 
Pursuant to Article 105, § 1, of the Act on electronic communications and Article 8 of the Royal Decree authorisation, an undertaking referred to by the same act shall apply for a  ministerial authorisation (prior authorisation or regularisation): 
· In order to use a 5G network element, and;   
· In order to use a service provider for the management and supervision of its 5G network elements, with the exception of using equipment manufacturers providing support services, when this service is included in the contract for the provision of network elements (hereafter the service providers).
An authorisation application shall relate to both the 5G network elements selected by the applicant, and the service providers for those network elements. It is therefore not possible to apply for an authorisation for only one network element or for the use of only one service provider. 

However, the applicant may select the 5G network elements subject to the application and may therefore submit: 
· only one file for all of the elements of its 5G network (i.e. for all providers who provide services for these elements); or 
· several files, each file being limited to the network elements selected by the applicant (and therefore also only covers the  providers who provide services for these elements). 

9. In both scenarios in paragraph 20, parts 4 and 5 must be attached to the file. 
  
In the second scenario, the applicant shall comply with the following obligations from Article 105 of the Act on electronic communications: 
In the context of a prior authorisation, it must receive the authorision before using a network element or a service provider; 
In the context of a regularisation application, it shall apply for an authorisation for all network elements or for all service providers for these elements at the latest within two months following the entry into force of the Royal Decree on the ministerial authorisation. 
1.1. [bookmark: _Toc135085716]Granularity of the network elements for which an individual sheet shall be created
	Question from the operators  
	Analysis 

	Operator X 
First of all, we would like to underline the need to obtain more clarity on what constitutes a “5G network element” as this term is not defined in the (draft) Royal Decree concerning the ministerial authorization. In particular for the RAN network, it is not clear which granularity is expected. For example: in case of a base station, there are by default 15-20 modules inside the base station. Should we request an authorization for all these modules? We call upon BIPT to provide concrete guidelines which are pragmatic whilst avoiding that authorizations need to be applied for individual elements which are going too deep in the network. 
	Article 105, § 1, subparagraph 3, 2°, of the Act of 13 June 2005 on electronic communications defines a 5G network as follows: “an electronic communications network with a radio access network based on a radio interface specified in Recommendation ITU-R M.2150 of the International Telecommunications Union.” (Free translation)

An authorisation must be requested for the 15-20 base station modules, except for modules which would not be related to the provision of a 5G network or service. 

	Operator X
0. According to Article 10, § 1, of the Royal Decree, the operator shall include, for all the active elements relevant for the provision of 5G services, at least the following elements:
0. [bookmark: _Hlk123733129]1° the identity of the legal persons managing and supervising these various elements or to whom the undertaking concerned will assign these operations when these legal persons are different from the applicant;    
0. 2° the identity of the equipment manufacturers who make the active elements referred to in 17;  
0. 3° a description of the active elements it wishes to use (application for a prior authorisation) or uses (regularisation application), by distinguishing between the radio access network, the backbone of the transport network, the backhaul of the transport network and the central part of the network. 

0. However, the concept of “active elements relevant for the provision of 5G services” is not defined clearly anywhere. It is not clear at which level of component, or set of components, an individual sheet must be created.
	


	As an example, a typical 5G base station belonging to the radio access network is functionally composed of four basic elements: antenna - radio (transmitter/receiver) - baseband unit - power supply.
Each of these elements consists of a number of various modules (e.g. a typical base station may include fifteen (or more) various active modules, with potentially a different combination for each base station). 
This example illustrates the radio access network, but the situation is similar for the active network elements in the other parts of the 5G network.
	

	Given the multitude of active modules and possible combinations, we believe that it is neither useful nor practical to create an information sheet for each module.

Operator X therefore offers to create an information sheet for a relevant global level of components or platforms - as long as those are composed of modules from the same provider. This allows us to receive an approval of these technical platforms as well as the providers of underlying services;
	An authorisation shall be requested for all modules. 

However, components forming a whole (e.g. modules of a base station) may be grouped together in a single sheet provided that: 
· they are from the same supplier (i.e. the same equipment manufacturer and/or service provider);
· all the required technical information is provided.

	We therefore offer to create a sheet for the following components/platforms, with a possible breakdown by provider concerned:

At the radio access network level
· Antenna
· Transmitter / Receiver (TRX)
· Baseband Unit (BBU)
· Power Supply
· O&M Platform

At the transport network level
· Optical network Multiplexer
· Data network Router
· Mobile Backhauling CPE
· µWave indoor & outdoor unit (or combo outdoor / indoor)
· Security gateway
· O&M Platform

At the level of the central part of the network
· Mobile data Core (EPC)
· Voice Core
· VAS Platforms
· IMS Platform
· Interconnect platform
· Lawful intercept
· O&M Platform

At the underlying cloud infrastructure level
· Infrastructure virtualisation
· Orchestrator
· Specific network elements (switches/routers/Firewalls /IDS/IPS)
	It is not possible to agree on a single division of the 5G network, because only an operator knows its own network fully and the networks of all operators do not necessarily have the same structure.



	Operator X  
For operator X, it is not clear either for which active network elements a sheet is requested. The explanation on part 4 indicates that the various parts of the network are defined in the Royal Decree on the ministerial authorisation, points 4, 7-9, and 11. 

For instance, point 7 defines the transport network as follows: the transport network is composed of the elements ensuring the transmission of signals between the radio access network sites and the elements of the central part of the network, between the various radio access network sites or between the various elements of the central part of the network. 

However, the various transport network elements are not defined more precisely. The same applies to the other points referred to. The current definitions are therefore open to interpretation and may delay the authorisation process if both competent authorities argue that the file is incomplete. Operator X therefore requests more clarity on the network elements for which a sheet must be requested in order to ensure a smooth application process. 
	
An authorisation must be requested for all the transport network elements. 

The operators are the best placed to determine which elements are in the transport network. 

If the BIPT or the intelligence and security services become aware at some point that an operator has not requested an authorisation for a (transport) network element, this will have the following consequences: 
· the use of this transport network element shall not be allowed until the authorisation is obtained; 
· but this will not have any impact on the elements for which an authorisation will have been requested. 



	Operator X 
A suggestion could be for the BIPT to draw up a list of network elements for which a sheet must be submitted.
	If the BIPT draws up a list of (transport) network elements, there is a risk that this list is not future proof. On the other hand, the general definition of transport network (see Article 1, point 7, of the RD authorisation) is future proof. 


[bookmark: _Toc127173120][bookmark: _Toc135085717]Modalities for sending the file to the BIPT 
In addition to possibly sending it by courier or by post to the BIPT (this is optional), the applicant shall send by e-mail to SG@bipt.be at least the following documents: the authorisation application letter (part 1) and the inventory of the annexes to this letter (part 2).

The annexes to this letter (parts 3 to 5 and possible additional documents) may be sent to the BIPT via the following means: 
· as an annex to the e-mail sent to the BIPT with the authorisation application letter (or as an annex to another e-mail); 
· a link to these documents in an e-mail to the BIPT separate from the e-mail to the BIPT with the authorisation application letter[footnoteRef:2];  [2:  The necessity to send a separate e-mail comes from the fact that this e-mail will not be forwarded to the ministers concerned, unlike the e-mail by which the authorisation application is sent. ] 

· a USB flash drive delivered by hand to the BIPT. 

If the applicant so wishes, the e-mails sent to the BIPT may be encrypted[footnoteRef:3].  [3:  In this case, the applicant shall request the public key of the BIPT and provide its own public key.] 


[bookmark: _Hlk124233309][bookmark: _Hlk124233290]Within 5 working days after sending the e-mail to the BIPT by which the authorisation application is transmitted, the BIPT will send an electronic acknowledgement of receipt together with the BIPT file reference to the applicant.
[bookmark: _Toc135085718]Transmission of the file to the ministers concerned and to the intelligence and security services 
The BIPT will transmit the whole received file to the intelligence and security services. 

However, in order to protect the information provided by the applicant, the BIPT will only transmit to the 6 ministers concerned[footnoteRef:4] the e-mail sent to the BIPT with the authorisation application, the letter of the applicant (part 1) and the inventory of the annexes to this letter (part 2).  [4:  The ministerial authorisation is granted by the following ministers: the Prime Minister, the Minister for Telecommunications, the Minister for Defence, the Minister for Justice, the Minister for Home Affairs and the Minister for Foreign Affairs. 
] 


Upon request, the BIPT will allow a ministerial office concerned to consult the other documents. The BIPT is indeed allowed to provide the ministerial offices concerned with confidential information present in the files provided by the operators as far as the authorisation applications are concerned. However, the confidential information provided will be protected by Article 105, § 7, of the Act on electronic communications, which provides that: 
“[subparagraph 1]
[subparagraph 2]
The persons dealing with an authorisation application or the review of a previous decision may provide public authorities which they consult in this context with confidential information where this is necessary for carrying out the task entrusted to them.
   The persons and public administrations referred to in subparagraph 3 may not disclose to third parties confidential information of which they have knowledge in the context of the application of this article, apart from the exceptions laid down by law.
   This confidential information is the one described as such by the person who provided it, without prejudice to Article 23, paragraph 3, of the Act of 17 January 2003 on the status of the regulator of the Belgian postal and telecommunications sectors.
   The violation of the interdiction referred to in subparagraph 4 shall be punished by the sentences provided for in Article 458 of the Penal Code or one of these sentences.” (Free translation)
2. [bookmark: _Toc135085719] Additional information  
10. Once the applicant has submitted its file to the BIPT, additional information or documents may be requested pursuant to Article 105, § 3, subparagraph 3, of the Act on electronic communications: “The ministers concerned, the Institute and the intelligence and security services may request additional information or documents from the applicant or any other person who could make a useful contribution to their information.” (Free translation) 

11. For instance, the BIPT could request from the applicant documents or information missing in its file.

12. A request for additional information by the BIPT or the intelligence and security services will suspend the 3-month period for communicating a decision (authorisation) or a draft decision (refusal of authorisation or authorisation with conditions) to the applicant. The BIPT or the intelligence and security services will inform the applicant that a request for information has been made (suspension of the three-month period) and that the suspension of the three-month period has ended. 
3. [bookmark: _Toc135085720]Opinion of the BIPT and of the intelligence and security services
13. The BIPT and the intelligence and security services will submit an opinion to the ministers concerned regarding the authorisation request. 

14. The opinions of the BIPT and the intelligence and security services form part of the administrative file accompanying the ministerial orders, except when they include classified information within the meaning of the Act of 11 December 1998 on classification and security clearances, security certificates and security advices. If relevant, a non-classified version of the same opinion can be annexed to the administrative file. The applicant may access the administrative file at any time.

15. These opinions will not be published. 
4. [bookmark: _Toc135085721]Additional information when the equipment manufacturer is considered to be high risk (only applicable when the applicant is an MNO) 
16. Additional information may be requested from an MNO pursuant to Article 10, § 2, of the Royal Decree on the ministerial authorisation:  
« § 2. When an MNO is informed that an equipment manufacturer it intends to use (application for prior authorisation) or does use (application for regularisation) is considered to be a high-risk equipment manufacturer, it should complete its file with :
1° the location of the sites of the backhaul of the transport network and of the sites of the radio access network within which it intends to use high-risk active elements (application for prior authorisation) or in which it uses them (application for regularisation) and, for radio access network sites, the areas covered by these sites, and ;
2° detailed explanations on the observance of the percentage of 35% referred to in Articles 6, § 2, and 7, § 1.” (Free translation)

17. The location of the sites must be indicated based on the address (and not the GPS coordinates). 
5. [bookmark: _Toc135085722]Hearing of the applicant and provision of written comments 
18. Article 105, § 5, of the Act of 13 June 2005 on electronic communications lays down the following: 
« § 5. When the ministers concerned intend to refuse authorisation, attach conditions or revise their decision, the applicant has 28 days after receiving the draft decision to submit written comments.
   The applicant is given the possibility to be heard. The applicant may be accompanied by any technical or legal adviser of its choosing.
   The ministers concerned may be represented by the administration of their choosing. The Institute and the intelligence and security services may participate in the hearing.” (Free translation)
6. [bookmark: _Toc135085723]Final decision 
19. The ministers concerned will grant a conditional authorisation if active high-risk elements are present in the 5G network concerned, and must be removed from the 5G network by the end of the transitional periods laid down in the RD authorisations at the latest. 

20. Until the end of the transitional periods, the undertaking concerned may continue to use those high-risk elements, at least to the extent that they are not prohibited by any other regulations.

21. The ministers concerned will have to motivate their decision in the event of refusal or if the decision is made subject to conditions. 
7. [bookmark: _Toc135085724]Modification of an already submitted file 
22. Two situations may occur: 

· The applicant informs the BIPT that part of the information in an already submitted authorisation application (particularly data on the applicant or points of contact) is no longer or not correct, without requiring to apply for a new authorisation; 
· The applicant must apply for a new authorisation because substantial changes have been made in relation to the initial application. 

23. Regarding the second situation, Article 11, subparagraph 2, of the Royal Decree on the ministerial authorisation provides that: “When an update requires a new application for an authorisation, the undertaking concerned shall submit a complete file clearly indicating the changes that have been made in relation to the initial file.” (Free translation)

24. To comply with this provision and when the applicant submits an authorisation application making changes in relation to a previous application, the following is proposed: 
the letter by which a new authorisation is requested will indicate the references provided in the BIPT's acknowledgement of receipt for the original authorisation application (the application to which changes were made); 
the applicant will provide the BIPT with the modified, replaced or added sheets; the version of the modified sheet will become version 2 (or v2)[footnoteRef:5];  [5:  However, the applicant does not have to provide the BIPT with the sheets already provided within the framework of the initial file. ] 

the applicant will provide the BIPT with the inventory of the annexes to the letter by which the initial authorisation was requested, adding in this inventory information concerning the modifications to the latter (modified, replaced or new parts), in accordance with part No 2 (“consolidated version of the inventory”);  
the applicant will provide the BIPT with an inventory only including the parts for which the new application is made, according to the inventory template referred to in part No 2, but without filling out the seventh column of this inventory (inventory of the new file). 

25. Question from an operator:  
“If the provider is not considered a high-risk provider after the regularisation procedure, we wonder whether it would not be possible to simplify the procedure as much as possible for future adaptations of the authorisation for the products of this provider?”

26. Answer from the BIPT: the BIPT is open to any concrete proposal from the sector. The issue raised by the operator concerns a future hypothesis.  
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